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Crossing the 
Quality Chasm   
(IOM II), 

1. Care based on 
continuous healing 

relationships. 

2. Customization 
based on patient 
needs and values. 

3. The patient as 
the source of 

control. 

4. Shared 
knowledge and the 

free flow of 
information.

5. Evidence-based 
decision-making. 

6. Safety as a 
system property. 

7. The need for 
transparency. 

8. Anticipation of 
needs. 

9. Continuous 
decrease in waste. 

10. Cooperation 
among clinicians.

Institute of Medicine. 
Crossing the Quality Chasm: 
A New Health System for the 21st Century.
National
Academy Press, Washington DC, 2001;3



Safety and 
Quality 
Imperative for 
EHR/CDSS

• Public and Funders are losing patience 
with the frequency and cost of mistakes

• Many errors are preventable

• 190,000 pa potentially preventable 
deaths in hospital (USA)

• Adverse treatment effects cost $US75-
100 billion

• 945,520 safety incidents reported 
2009 (NHS) (73%in hospitals)

• 10,000 coded as deaths or severe 
harm

• Legal claims costs 650million pounds 
2009/10 NHS

• 10% annual incremental cost



Avoidable costs 
of error

• The cost of care is bankrupting societies

• “ assumption we will need to release 
unprecedented levels of efficiency savings 
between 2011-14: between 15 and 20 
billion pounds” NHS CEO Annual Report 
2008/9

• $US 700 billion and $US 2.2trillion 
annually is wasted – unwarranted 
treatment, redundant, inappropriate or 
unnecessary tests, over use of antibiotics 
(Thomson Reuters, PWC)

• 2.2billion pound annual savings in UK ( 
Nuffield Trust)

• Variations in Practice documented in US and 
UK

• Substantial over use or under use in many 
regions



Confluence of 
Capability

Analytics
Wireless / 
Mobility

Battery Devices 

Standards
SMART on 

FHIR

Cloud 
Services

DATA 
governance



The advent of EMR opens options for impacting health 
care delivery through targeted interventions at 
individual patient level. The tools for implementing 
such interventions are available today but optimising 
their impact requires a change from reactive to pro-
active patient centred thinking and changes to culture 
at clinical and funder level.



Data Cascade

Clinically captured data may reduce 
burdens of secondary data entry and 
collation

requires well thought out clinical 
documentation workflows

sustained training and 

regular reporting to key stakeholders 
for data checking. 



Personalised Medicine

• Automated EMR workflows can identify target populations for 
specific therapeutic interventions. 

• Sepsis sniffers
• Deteriorating patient alerts
• Risk assessment algorithms
• Medications Safety
• Genomics



ICU – A complex socio-
technical environment



Janet’s 
Challenge !

• -What are the biggest things that you would want to have known/ done in retrospect
prior to your EMR/ CPOE/CDSS ?

• -What would you like to improve most about your EMR/CPOE/CDSS ?

• -What do you like and dislike about your EMR/CPOE/CDSS ?

• -How does your EMR/CPOE/CDSS impact on your relationships with other clinicians
and departments ?

• -Have you done anything with the data you’re collecting ?

• -How was the roll out of your systems done (Big Bang or incremental ?)

• -How was the training in how to use it ? how many tweaks did you do after the initial 
implementation ? What is ease of use in the system ?

• -How do you deal with the increased data entering requirements ?

• -Interoperability with other systems ? Not relevant ?

• -How do you deal with data from another system, I.e I don’t think all states have the 
same systems ?

• -Are you concerned about the limited evidence for different proprietary systems for 
information manipulation algorithms ?

• -What do you do for data backup ; what do you do for backup systems if the EMR/ 
CPOE goes down ?

• -How do you think the EMR/ CPOE/ CDSS has affected how your ICU runs ?
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Digital Health Framework

Embrace and harness 
contemporary technologies & 
methods to more efficiently 
and effectively deliver our 
services

Shaping the future through exceptional care, discovery and learning 

AUSTIN PURPOSE

Strategic Priorities
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Information and technology are key enablers of 
Austin Health’s organisational priorities Technology supports the end to end patient journey

Systems are designed to support and improve user 
experienceInformation is used responsibly, protecting privacy 

Patients are empowered as a key part of the care 
team

Systems are safe, available and supported

SUPPORTING INFORMATION AND TECHNOLOGY PRINCIPLES

INFORMATION AND TECHNOLOGY STRATEGIC VISION

Shape the future of patient care by partnering with the business to develop innovative and 
sustainable technology solutions

Increase the use of data and 
information to improve care 
and research  

Provide the information and  
technology for a single 
patient view

STRATEGIC DIRECTIONS AND KEY FOCUS AREAS

Strengthen ICT’s value to the 
organisation through greater 
team cohesion and 
collaborative approaches 

 Business intelligence/ analytics plan
 Data acquisition and management
 Information visualisation and 

dissemination
 Progressive launch of applied 

analytics 

 Single Patient View
 Usability
 Education
 We Care

 Continuing innovation review
 Contemporary technologies
 Reinvent BAU

 Governance
 Partnering with the business
 Business continuity
 Service management 

Reliable, safe, person-
centred care 

Community integration 
and collaboration

National leader in research 
and teaching

Talented, capable, 
engaged people Digital transformation

Innovation in specialist 
care



Major Medical Systems
How Do your ICU workflows fit??

HIMSS Electronic 

Medical Record

 Patient Billing

 HR: Payroll, Rostering, Recruitment, Credentialing

 Finance

 Management Reporting

 Facilities Management & Security

 Clinical Costing & repotring

 Telecommunications

 Riskman (OHS)

Other Enterprise Systems

Medical 
grade core 

network

 

 

 

 

 

 

Ancillaries – Lab Rad, 
Pharmacy, PACS for DICOM 

&NON DICOM installed
Level 1

CDR; Internal interoperability; 
basic security Level 2

Nursing and Allied Health 
documentation; eMAR; role 

based security
Level 3

CPOE; CDS (clinical 
protocols); Nursing and Allied 

Health documentation
Level 4

Physician documentation 
structured templates; full 
CDS; Intrusion protection

Level 5

Technology enabled 
medication, blood product, 
human milk administration

Level 6

Complete EMR: external HIE, 
Data analytics, governance, 

Disaster recovery
Level 7

Mandated Ancillaries 
installed

Future 
services



Digital 
Transformation

Transformation of care delivery 

Designed after systematic review 
of 

inefficient, unsafe and suboptimal work 
practice. 

Replacing paper forms with electronic ones will not generate the 
rewards expected.

Work Flow – Process Mapping – current / ideal /achievable

Decision Support

Patient Risk Assessment tools and process

AI / NLP / 

Reporting : Audit , Accreditation, Research



An Intensive Care Clinical Information 
System (IC CIS) is a networked group of 
bedside computers devoted to direct 
patient care which enable

• Data integration - bedside devices, investigational 
services & patient management systems & 
organises the information in a meaningful way

• Medical, nursing & allied health notes, patient care 
plans & orders

• Integrates - hospital drug, fluid and investigation 
order entry systems

• Decision support systems to improve patient care

• Continuity of Care / Handover

• Data storage, access and reporting

• ICU / HDU Booking ?

 Form Development,     

Reporting, auditing, 

data extraction

Alerts, Policies, protocols, guidelines 

Clinical Decision, 

Treatments

Treatment plan 

Order entries

Integration

 of 

information

Administrative processes

Bedside charting

 & Clinical record 

keeping

Quality Measures

Clinical Indicators 

outcome measures

Reporting, 

auditing & 

interrogating 

information

Decision Support

ICCIS



Clinical 
Documentation
Reducing Information 
Overload

Single Patient View

300 forms

• Review Form Function and Reinvent the Process of 
Care subtended

• Define the Process Improvements and Value

• Ensure the Clinician Adoption Achieves the intended 
benefits

BUT

• How Do we provide the documentation

• Structured

• Narrative Text

• Avoid Replication

• Enhance Business and Clinical Process

• Reduce Information Overload



Pictures distil vast amounts of data





Scope

Define your problem as a Hospital, Department, Care Unit, 
Individual

What are the Consumer issues?

What are the practical outcomes you need to achieve

Can you prioritise them – method?

Who can help you fix the problems?

• IT department, vendor, consultants

What is your Clinical System Context?

• EMR /non-EMR Hospital  - critical difference in approach !

Budget ?



ICU CIS 
requirements

Bedside Technology requirements

Clinician user interface: Due to the 
multiple complex clinical workflows 

occurring each day, there are 
several key requirements for 
efficient access to the ICIS.

Large format planning screen in 
each pod to display multi-patient 
clinical needs acuity and flow –

Large format portrait oriented 
screen displaying patients summary 
information and vital signs charting 

to emulate the "at a glance: 
oversight of the current large format 
paper observation charts.[ consider 

flat mounted touch screen to 
replace chart board??]

Conventional Landscape screen for 
clinical notes, orders results and 

image viewing. 

COWs for medical notes during ward 
rounds

Device integration interface devices Terminals for central nurses stations

TOTO technology at each computer Consumer Requirements

Patient and family information 
portal or communications structure 

to enable updates on patient 
condition and communications 
between family and ICU staff. 

Follow-up Survey documentation for 
telephone consult of patients at 3 

months post ICU discharge, together 
with work flow to enable list 

creation and signoff.

GP Support
Automated notification to GP of 
admission to ICU, death in ICU to 

facilitate support of family. 
Virtual ICU Support 

for deteriorating patients at 
Repatriation Campus and on general 

wards on Austin campus. Mobile 
trolleys with teleconferencing, 

portable vital signs monitors with 
remote data entry to patient record 

camera orientable to patients.



Investment 
Options for CS -
Software

• Self sufficient systems for specific purposes

• Integration platform  critical

• Different look and feel in each system  & 
variation between health services

• Smaller companies

Best of breed

• One system with several modules

• Integration and transfer of data built in

• Where integrating with other external systems, 
integration expertise and capacity is critical

• Same look and feel  easier for users to transfer 
between  health services

• Behemoth companies

Integrated system



Best of Breed 
vs Enterprise

• Standalone ICU clinical systems may 
offer value if there is no hospital wide 
EMR, however the technical and 
workflow integration issues in an EMR 
environment are substantial.



Investment 
Options for CS -
Hardware

• Initial Investment required ( full EMR) would be 
prohibitive to most health services

• Server / site duplication, networks, routers, 
switches, wireless and user devices

• Maintenance and refresh costs high

• System as a Service 

Stand alone

• HSS  - shared Cerner database  
(Austin/Peninsula )

• Local Hosting  - separate database (Alfred 
model)

• HSS – but separate databases (as per PCMS 
model)

• Vendor Cloud

Hosted by a bureau



System and Vendor selection
System and vendor selection requires

• wide review of other implementations 
• Literature, site visits, “anecdote” 
• Vendor contracts assistance

• knowledgeable team, 
• scope, available local team skills, clinical 

workflow requirements, integration issues. 
• Informatics knowledge
• How do you find expertise and internally grow 

the skillset

• Executive sponsorship and IT department support is 
crucial.

• The more planning before tender, less $ over runs / 
limitations

• Include implementation methodology in assessment



Project 
Management 
& Budgeting

Governance

Design

Implementation

Education and Training : never ending 

Post Implementation Review 

System Modification 

Continuing support and evolution of the system

Benefits Realisation.



Technical [Physical] 
Infrastructure

• Wireless access for mobile devices, 

• Uninterruptable power supplies for local 
workstations but also for wireless antenna and 
routers are hidden costs. 

• Workstation and screen size and location

• number of concurrent users requiring access 
for efficient workflow should be mapped out. 

• Downtime procedures planning and training 
are crucial.

• Data Security –



System Outage – a Major Problem

Cerner down (clinical systems) Wed 3 April

The Cerner system is currently down affecting clinical systems across Austin 

Health.

We’re currently on standby for a code brown to ensure we’re ready to respond 

if the incident escalates. 

The Hospital Incident Management Team is carefully managing the issue and 

centrally co-ordinating efforts across the organisation to ensure that that we 

continue to provide safe, timely and quality care to our patients.

Further updates will be provided as required.

HTS Major Technical Failure

What are Your contingency plans
Planned and UnPlanned System Outage



DATA Security

Technical Failure – back 
up systems – frequency 
/ geography

Internal -
inappropriate use

External cyber-
attack –

NHS Ransomware

Cabrini Cardiac group –
Ransomware

All Scripts US - Ransomware



Informatics 
Infrastructure

Clinical terminologies, medicines and test (pathology 
and radiology) catalogues 

decision support frameworks

Order sets, medications 
information, appropriate 
test frequency, alerts, best 
practice

human computer interface design

critical technical elements of successful 
implementations that are often given inadequate 
attention due to lack of trained informatics 
practitioners.



Safety 
Monitors

Compromise is inevitable  : $ / technical / process / 
training

Implementation Team enthusiastic

Vendors and Executive keen to deploy and move on

Sometimes safety issues are not realised or impact 
minimised

Individuals raising issues may be marginalised 
[whistleblowers and troublemakers]

Incorporate a Governance structure that empowers 
and protects (everyone)



Data Model

PMI ADT LIS

RIS PACS Cerner

ALARTA CardioBase
Respiratory 
Medicine

etc

• All Linked 
through HL7



Foundation 
Informatics 

Requirements 
/ Standards

• Medicines : AMT, local formularies, Decision 
Support Content (including allergies), PBS

• Pathology : LOINC

• Radiology : DiCOM

• Terminologies and classifications: SnoMed CT, 
ICD10-AM, CMBS, custom, Terminology 
Managers - IMO

• Staff credentialing and roles

• Integration Engines

• HL7

• SMART on FHIR

• OpenEHR



How does your 
EMR fit into your 
total 
documentation, 
work flow and 
data model?

• Paper
• Scanned Medical Record
• EMR Enterprise
• ICU CIS



Side by side 
but not 

integrated



Access 
Modalities

• Mobility is a key success factor



New Work Patterns –
New Risks

• Hand over tools

• Changed communication pattern between team 
members

• Patient identification

• Multiple screens 

• Copy and Paste

• Missed information



Lessons 
learned –
Clinical 
Adoption of  
Medications 
Management

Right devices 
at the Right 

time

Task Specific User Devices
• Mobile

• Bar Code Scanner

Clinical 
adoption 
success 
factors

Staff  in Unit aware of clinical guidelines

Engaged in Change process and established their prescribing 
requirements in the system

Attended training and trained together

Follow-up with any queries and address issues 

Change 
management 

Model

Workflow groups to prepare and address issues

•Nursing Groups – worked well

•Pharmacy – worked well

•Medical – patchy.  

•Training 

•Support Models



Prescribing 

• Scripts are electronic 

• System provides decision support for 
allergies/drug interactions

• PBS information available in prescribing 
screens

• Support streamline PBS authority

• Locked down printing of scripts (tamper-
proof printing) 

• Inpatient – Complex regimens and care 
plans



What  has 
changed –

Inpatient 
medications

• Nursing staff checking what is due more often
• Can find what is due and what is overdue –

more accountable
• Legibility of medication orders improved
• Reduced decimal point errors
• No more time looking for lost medication charts
• Medications given closer to their due time
• Reasons for ‘not given’ consistent
• Can order from anywhere
• Pharmacists can see orders from anywhere
• Reduced the number of different medication 

charts



Analytics
• No digital solution should be installed without a data 

analytics platform driving quality assurance, audit and 
research.

• Dashboards – real time clinical tools
• Audit
• Process and Flow management
• Clinical Costing
• User experience
• ANZICS extracts
• Cohort / Descriptive studies
• Scoping for RCT
• Natural Language Processing
• Machine Learning and AI



Where Does the Data Live?



Cerner APACHE 4 
reporting



Clinical Dashboards



Clinical Decision Support Systems



Realising the Benefits
• We need to be able to Measure, Report and Change

• Data Quality : Design, Usability, Training, Process, Control and Audit

• Data Type : Codified, Narrative

• Data Integration:

• Data Governance: 

• Data Use: Operational, Audit, Research, Personalised Medicine

• Data Analytics: Natural language Processing, Deep Learning, 

• Data Reporting: Tools and Training to make data use easy for clinicians

• Algorithmic Risk Assessment and Targeted Interventions

• Data Linkage

• Population Health



Linked Data Research in ICU
• Predicting Risk

• Can acute delirium be predicted?
• What validated markers of Delirium Risk exist?  - Previous episode, Age, dementia, 

alcohol, medications
• Where does such data live ? 

• GP, coded hospital discharge data, previous ICU admission data
• How to link? Prediction algorithm?

• Intervention?

• Outcomes Assessment
• What is the long term behavioural / dependency risk for patients receiving 

narcotics in ICU?
• Behavioural, medications use in post hospital period.

• GP, National Prescribing data, 



Digital Benefits – Princess Alexandra 2017 –
HIMSS level 6
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